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Introduction

Thank you Mr. Chaiman for the kind invitation to address this Meetingd have
devoted a large part of my cargaursuingthe cause of peace arskpandingthe
frontiers of disarmamerand so it is withdeep satisfactiothat | accept this invitation
to address this third iofmal neeting of experts on lethal autonomous weapons
systems.

Starting out as a diplomat f&@ri Lanka | took a leave of absence after my term as
Ambassador and Permanent Representative of Sri Lanka to the UN Office in Geneva
including the Conference dbisarmament, to join the UN Institute for Disarmament
Research (UNIDIR) as its Director from 198%992. Laterin 1998 | was invited by

Kofi Annan to be the first UN UnderSecretaryGeneral for Disarmament Affairs,

with the mission of reestablishingthe UN Departmentfor Disarmament Affairsl

sened on SIPRI’s governing board for a
Distinguished Associate Fellow there.

| am alsoPresidehof the 1995 Nobel Peace Prsenning Pugwash Conferences on
Science and World ffairs, which is a cefounder of the Campaign to Stop Killer
Robots and working to achievegpee-emptive baron the development, production and
use of what the campaign calls fully autonomous weapons.

I. How the development and deployment ofveaponsaffects our security

Throughout the passage of histotye pursuit of warhas undegone profound
transformatios with the introduction of new weapons and strategies influenced by the
application ofnew technology.The invention of gunpowder in Chirane thousath

years ago havad a tremendousmpact on the way warsra fought we see the
consequences daily in the use of firearms and explosive wedpodgar weapons

were another soalled technological advance in warfare that we are also still trying to
deal wih possible catastrophic humanitarian, ecological and genetic consequences of
its reuse after 1945 with political intent or by accident and by state estatsactors.

Some have described lethal autonomous weapons systems as theaténgoly of
weapongo pose a grave danger to human securitytamiobal peace and stability.

As the founder of thaNVorld Economic Forum Klaus Schwalotes, the history of
warfare and international security is the history of technological innovation, and today

! The comparsion itmgor revolutiors in military affairs was first made by Peter Singer. Beter
Singer,Wired for War(Penguin Group (USA) Incorporated, 2009), p. 179 and furttegably p. 203.



is no excepon? Modern conflicts involving states
nature, combining traditional battlefield techniques with elements previously
associated with nestate actors. The distinction between war and peace, combatant

and noncombatant, is bewong uncomfortably blurryand this is profoundly

impacting the nature of national and international security, affecting both the
probability and the nature of conflict.

Over the past century aglaboratetapestry ofinternationallaw, regulations, and
machnery has beemwoventhat setdimits on the means and methods of warfare and
specific weapons. @ constrain armed conflict anldw enforcement operatioritshas
established that these of forceshould bean optionof last resortSimilarly, practices
hawe evolved aimed at pursuing theaceful settlement of disputes throwghiective
andco-operative securitframeworks, some regional

Due to these and other measwtes e nati on’ s security cannot
the insecurity of othersThis requres that military expenditure and defenarsenals
should be commensurate with the genuine needs of countries.

The CCWuniguely combines the humanitarian strand of international relations with
disarmament and arms contr8ince 2014t has grappled wh a broadrange of
concernsraised by the prospect of weapons tlatce activatedyould select and
engage targets without humaantrol. Today, | will focus onthe peace and security
implications of lethal autonomous weapons systems.

[I. Security concems associatedwith lethal autonomous weapons systems

In the CCW deliberations to date a number of countries including my own have
elaborated particular concern at the possibility that lethal autonomous weapons
systems will negatively impact peace and deiize regional and global security.

The most commonly cited security concerns are that these weapons have the potential
to:

1. Escalate the pace of warfare and the likelihood of resorting to war, in large
part due to the promise of significantly reduceditary casualties;

2. Ignite and foster arms races if the possession by some states and not others
leads to all feeling compelled to acquire them against the possibility of
asymmetric warfareesultingbetween technological haves and haots;

3. Be acquired athused by noistate armed groups, including terrorist entities;

4. Undermine existingaw, controls and regulations.

Let us briefly examine each of these key concerns, starting withirereasing pace
of warfare.

2Klaus Schwab; The Fourth Industrial Revrod ,u't i Ioh :Javhwar yi t2
http://www.weforum.org/agenda/2016/01 Afeaurth-industriatrevolutionwhatit-meansand-how-to-

respond

3 Statemat of Sri Lanka, CCWriformal meeting of experts on lethal autonomous weapons systems,
Geneva 13 April 2015.
http://www.unogch/80256 EDD0O06B8954/(httpAssets)/30534E70A6CFAAC6C1257E26005F2B19/%fi
e/2015 LAWS_ MX_Sri+Lanka.pdf
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1. Escalate the pace of wand likelihoodof going to war

As the <chair ' sCCWexpestsmeeting hotes, bne redsé@n Xob military
interest in autonomous functions is the increasing speed or pace of arfaseis
despite warnings from scientists and othab®ut the risks posed byautonomous
systems interacting at speeds beyond human capacities

A 2013 statement endsed by more than 270 engineers, computing and artificial
intelligence experts, roboticists, and professionals from related disciphn&3
countriesaskedhow device made and deployed by opposing forces emtrolled by

complex algorithms will interact warning they could“ cr eat e unstabl e
unpredictabl e behavi or .. that coul d i nit
unjustifiable harm to civilian popul ations

We are familiar with human error in the handling of technology with catastrophic
consequenceom tragediessuch as Three Mile Island, Chernoblyljkushima and
Bhopal. Nuclear warheads accidentallyave dropped off planeshy developed
countries withthe mat sophisticated safety systerrs place Thus accidentfrom

fully autonomous weaportannot be ruled out.

A new report by theCenter for a New American Security time operational risks
associated with autonomous weapdtoeks atpotential typesof failures that might

occur in completely automated systems, as opposed to the way such weapons are
intended to worK. The reportfinds they could be uncontrollable in reabrld
environments where theywould be subject to design failure as well as hacking,
spoding and manipulation by adversari@$ie consequences of a failure that caases
weapon to engage an inappropriate target could be far greater with an autonomous
weapon r e s u lfratricideg civilian caSualties, or unintended escalation in a
crisis? It finds autonomous weapons have a qualitatively different degree of risk than
equivalent seraautonomous weapons that would retain a human in the loop.

Weaponsthat have no means of human intervention after initial manufacture and
programming—in terms ofthe use of judgment, discretion or reaseare inherently
insecure. The hacking of confidential communications through Wikileaks and other
means has so far resulted in acute embarrassment irstaterrelationsbut that
could be far worswvith the intraluction of lethal autonomous weapons systems

In 2014, more than 20 Nobel Peace Laureates including Pugwash issued a joint
statement calling for a preemptive ban on fully autonomous weapehigh

4 Report of the 2015 Informal Meeting of Experts on Lethal AutomasnWeapons Systems

submitted by t h eCCW/MSPRO1S/D n, D June 2015.
http://www.unog.ch/80256EDD006B8954/(httpAssets)/587A415BEF5CAQ08BC1257EEQ0005808FE/$fi
le/CCW+MSP+2019)3+E.pdf

5 Campaign to Stop Killer Robagts “ Sci enti sts cal l for a ban,"”
http://www.stopkillerrobots.org/2013/10/scientis@ll/

6 The report author is Paul Scharre, who served as a US Army Ranger indradghanistan, and eo

authored the 2012 Pentagon policy directive on autonomous weapons. Center for a New American
Security, “Aut onomous Weapons a2i6, pPOpe2r ati onal
http://www.cnas.org/sites/default/files/publicatiepdf/ CNAS Autonomousveaponsoperational

risk.pdf
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expressed concern that “ Iglet aneke gagng to var ki | | i ¢
easier and shift the burden of armed confl

Human Rights Watch and others have describ
obstacl es” t hat woul d i kely I nterfere W
unforeseealsl, unlawful acts committed by a fully autonomous weapon.

At the 2015 experts meeting, the Holy Seeshareda 10Gpage paper exploring
fundamentalethical questionselating tothe use offully autonomous weaportkat

found a lack of accountability could prote the use of fully autonomous weapons
“because o f t he i mpunity t hey per mit
deresponsibilization dehumanization, and depoliticization induced by the use of
lethal weapons removed from effective control by men are impontantgh that we
canenvisageaskingfot hei r prRfohibition.”

2. Proliferation andasymmetric warfare

The longerethal autonomougeapon systems go unregulatee greaterite risk of

their proliferation especially to nosstate actors increass. This prokdm is
aggravated further when and if such weapons are seen to have essential military
benefits

Who are the “haves” with Anintreasing numbesof we ap o n
states are activelgursuingprecursors to fully autonomous weapamsl rot all are

transparent about their plarisitial research and developmdrds been identified as

taking place in at least six countriés.

The 2015 open letter calling for a ban that more than 3,000 artificial intelligence and

robotics experts signed affrmstha “t he key question for hum
to start a gl obal Al arms race or to preve
aut onomous weapons may fo@tbt aeguirraav ‘mad trl
making them | i kel ys andochedpedar allmsggnifiCant bmilitgry i t o u
powerstomaspr oduce” and to “appear on the bl ac
terrorists, dictators, and warlords.

To quote further— “ | f any major military power pust
development, a globahrms race is virtually inevitable, and the endpoint of this
technological trajectory is obvious: autonomous weapons will become the
Kal eshni kovs of tomorrow... Aut onomous weap

7 Signatories include former presidents Lech Walesa of Poland, Oscar Arias Sanchez of Costa Rica,

F.W. de Klerk of South Africa, and José Ramtdsrta of TimorLeste. Other individual signatories

include Jody Williams, Mairead Maguire, Betty Williams, Rigoberta Menchd Tum, Shirin Ebadi,

Leymah Gbowee, and Tawakkol Kaan, whoar e member s of tnhiaive,Nacch e | Wo me n
founder of the Campaign to Stop Killer Robdtso b e |  Wo me n 'Nebellpeacetlauraates cale ,

for preemptive ban on HNAtt/indbélveomensindidtieetory/2014/08/bbeMay 201 4
peacelaureatescall-for-preemptivebanon-killer-robots/?ref=204

8 The Use of Lethal Autonomous Weapons Systems: Eth
experts meeting, 16 April 2015.

http://www.unog.ch/80256 EDD006B8954/(httpAssets)/4D28AF2BSBBBECEDC1257E290046B73F/$
file/2015_LAWS MX_Holy+See.pdf

9US, China, Israel, South Korea, Russia, and the UK
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assassinations, destabilizing nations, subduingilppns and selectively killing a
particular®ethnic group."”

The risk of proliferation is far greaterow than at any other timen the past as
technologyis widely shared for commercial as well as military purpogesarms
race that confers advantages ane side over the other is harmful to the common
security of humankindThe temptation to uséechnology already developed and
incorporated into military arsenals would be great countries would be reluctant to
give it up, especially if their compadrs weredeploying it.

As one delegation noted at the last CCW experts meeting in 2015, the letieabf
autonomous weaporould changenot only the way war is fought, but how wars
end!! If one resorts to lethal autonomous weapons systems Wwhat sgminating
the conflict? When do you stop? When is a political objective achieved?

Battlefield decisions takelny machineon autepilot can thrust nations into wars that
they did not anticipate or desire. We can envisage many scenarios whereby a lethal
aubnomous weapon couldabotagepeace deals andgravdy endanger ceasefise
concluded aftepainstaking negotiationgor example when they are programmed to
activate without detectiomfter such agreements have been concludedormal
weapon has a measukahime span between its launch and its impact, while a lethal
autoromous weapon may not be constrained by any time span from its launch,
making its impact timeless.

3. Nonstate armed groups

The Middle East, Asia and other regions are experiencing ggowialitical
extremism from nationalist groups, ethresigious movements and other nstate
actors for whom international norms dreelevant. Thetechnology isincreasingly

within reach with, as oneesearch grouputs it  * -mereeadvanced drones edghe
of carrying sophisticated imaging equipment and significant payloadeeadily
available to the civilian market."”

Thec hai r’ s r201b @xpérts rmeketing notes how in future armed conflict,
“tactical consi der at i omals duvebld, distributalgeuand e sy st
stealthy” and “these developments could | e
proliferation, as smaller systems®ltare mor ¢
describes hovlethal autonomous weaposgstemsi w odwbé attractive to nestate

WCampaign to Stop Killer Robot s, “Artificial inte
http://www.stopkillerrobaot.org/2015/07/aicall/

YHuman Ri ghts Watch and Harvard Law Schlogingés I nterr
Humanity: The Case against Killer Robots  November 2012.
http://www.hrw.org/reports/2012/11/19/losirumanity0

”Remote Control project, “Hostil etabArmaddcors The Hosti

Against British Ttpr/rgneotecontrdlproleatorghapr y 2016 .
content/uploads/2016/01/Hostilsseof-dronesreport _operbriefing.pdf

13« Report of the 2015 Informal Meeting of Experts on Lethal AutomasriVeapons Systems

submitted byt h e Ch a iCCW/MEPE2015/320June 2015.

http://www.unog.ch/80256 EDD006B8954/(httpAssets)/587A415BEF5CA08BC1257EEQ0058608FE/$
le/CCW+MSP+20183+E.pdf
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actors, enabling them to create shock and awe, to use them as a force multiplier, and

to spare theéir own fighters.o
4. Undermine existing law

The introduction andapplication oflethal autonomous weaporsy/stemsto the
battlefeld has frightening implications for the laws of war, especially proportionality,
precaution in attack in the context of other op§, accountabilityand the important
distinction between combatant and civilian, which a programmed @butot yet
discen. The weapons have the potentiaiweaken the roland rule of international
law and undermine the international security sysitethe process

As Special Rapporteur Professor Christof Heyns reminded us in his 2013 report, these
w e a p @auld haVe fareaching effects on societal values, including fundamentally
on the protection and the value of lifas they would be uikely to possess qualities
necessaryo compl with existing international humanitarian lavguch as* h u ma n
judgment, common senseppreciation of the larger picture, understanding of the

intentions behinp eopl e’ s actions, and understandi

the directioni N whi ch e v e n t°Jhe anabdity of fulfy altoddmoug . ”
weaponsto interpret intentions anémotionswould be a significant obstacle to
compliance with the rule of distinction

Heyns i dbeiltrih icdnstrands that humans have against going to war or
otherwise using for¢e t boatihue to play an important (if often not decisive) role

in safeguardingilves and i nternat i dumigque husmenctraitsi t y”

such as our aversion to getting killed, losing loved ones, or having to kill other
peopl e.”

As it is, human discernment and judgment have been known to be severely impaired
or limitedbyt he “ f dg Ao fmawéhri noen ima aldysfurict®naltstate.

International human rights law considerations also apply at all times to lethal
autonomous weapons systems and cannot afford to be igniaitdding their
potentially impats on the right to life, the right to bodily integrity, the right to human
dignity, the right to humane treatment
the Human Rights Council otihe proper management of peacedasemblies finds

t h a wtgnonbua weapons systems that require no meaningful human control should
be prohibited 1°

1w Report of the 2015 Informal Meeting of Experts on Lethal AutomasriVeapons Systems

submitted by CCAWMSE/A045/32 jueer2@16.n, 0O
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15 Reportof the Special Rapporteur on extrajudiciabmmary or arbitrary executionShristof Heyns
for the Human Rights  Council, A/HRC/23/47, 9 April 2013.
http://www.ohchr.org/Documents/HRBodies/HRCouncil/RegularSession/SessichIRA2 3-

47 _en.pdf

16 Reportof the Special Rapporteur on extrajudiciammary or arbitrary executionShristof Heyns
and Special Rapporteur on the rights to freedom of peaceful assembly and of assddé#tiarKiai
for the Office of the High Commissioner for Ham Rights, A/HRC/31/66, 4 February 2016.
https://t.co/hpkjz7CfyV
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The precautionary principlés also relevant tahese deliberation’d So is the
fundamentaMartens Clausewhichmandat es t hat the “principl
“di cafatpwsbl ic conscience” be factored into

IV. Waysto deal with security concerns

This forumhasmade asignificantstart in deliberating the challenges posed by lethal
autonomous weapons systems, batslow paceand lack of agoal has seen it
criticized fortreadingwater® Some viewthe CCW process agrolongingthe debate
without resultswvhile the autonomous systems are weaponized

A basic flaw in our current approasbkems to be thilure to consider the challenges

of lethal autonomous weapons systems from the perspective or point of view of a
potential human victinespecially norcombatant civiliansSierra Leone is one of few
states askg about the implications of machine being able to take human lte\s

the World Council of Churches observed the firstCCW meetingon this topic in
2014, “ heard vary little from states who would not be able to acquire these
weapons, who are on the receiving end, and already know how these wedpons

|l ook and feel .”

Youdon' t have to imagine a specific country
used. Just look at what is happening in the world today and the scenarios
unfortunatelycome easily. What happens when autonomous attack aircraft replace

human drone pilots altogettfe Or when police deploy swarms of small drones

equipped with lesthanlethal weapons to monitor mass protests? Or when stationary
autonomous weapons with sensors are placed along long borders?

Who will be the victims of those weapons? Will they be graefpsienand women
who have been deemed enemy combatants? Democracy fighters and social justice
campaigners? Economic migrants and asylum seekers?

The conflicts burning todayn Syria, Yemen and otheountriesshow how the 21st
century battlefieldisneveromp | et el y cl ear.Ther éc$ eman
guaranteeor ensure thecivilian toll will diminish with the introduction of lethal
autonomous weapons systems. Saving soldiel
means placing civilian livesinar m’ s way .

way |

As Heyns not es, -intdandtrantsehatdaumans ddvesagainbt gaing to
war or otherwise using force which continue to play an important (if often not
decisive) role in safeguarding lives and international security. Chief arhesg aire

7 Rio Declaration on Environment and Development, adopted June 14, 1992, U.N. Doc.
A/CONF.151/26 (vol. 1), 31 ILM874, 1992, principle 15Adopted bythe 1992 United Nations
Conference on Environment aBevelopmenthttp://www.un.org/geninfo/bp/enviro.html

18 Statement of th&€ampaign to Stop Killer Robots, Convention on Conventional Weaponsahnnu
Meeting of High Contracting Parties Geneva 13 November 2015.
http://www.unog.ch/80256EDD006B8954/(httpAssetSPF54E302628EDFC1257FOF005EBADA4/$fi
le/2015 _CCWMSP_LAWS Human+Rights+Watch.pdf

19 Statemert of Sierra Leone CCW informal meeting of experts onlethal autonomousweapons
systems Geneva, 126 May2014
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unique human traits such as our aversion to getting killed, losing loved ones, or
having to ki®@l other people."’

The concept omeaningfulor appropriate or adequate@man control ovethe critical
targeting and attack functions weapons systenmand their use in individual attacks
has swiftly acquired currency within th international debateMany stateshave
affirmedtheneed to retain humasontrol ofautonomousveaponsand want tdurther
explorethis conceptas an approach to tackling futweapons systents

Germany affirmedast Octobethatthe deliberations to date on autonomous weapons

showfi liere is a common understanding that machines should not be allowed to take
life-andd eat h deci sions witFdoetirkejyméfuiyomt er ve,
autonomous weapons systems deciding over the use of force against kthants

any human interventianis akey common understanding listed by the 2015 meeting
chair’'% report

Conclusion

Decisions on war and peace are political and securitygsssequiring serious debate
and discussiorBy considering these weapons from the perspective of human control
we can begin to assert some authority over our futtuis.our collective moral and
social responsibility to ensure that international lawtgets humankind.

Our community has a problem with timeliness and responsiveness, as evidenced by

the moribund Conference on Disarmament. The CCW proved its relevance by swiftly

adopting a discussion mandate on this topic, but there has been little piogyead
carefully and objectivelp ui | di ng a base of common Kknowl
lack a goal to work towards. If this challenge is to remain in the hands of CCW states,

states must feel compelled to take bold steps and avoid a disappdimdiguate

response or none at all.

Expectations are riding high. Pl ease treat
Review Conference with an open and constructive mided.wary of request for

further study or starting by seeking agreement on transparemeasures or best

practices. Bocrastination isno recipe for action andow expectations make poor

standards. No one wantdamng, drawnout, and inconclusive procegsocus on bold

measures that can take the CCW forward swiftly towards a solid dimdjlastcome.

20 Intervention of India, CCW informal meeting of merts on lethal autonomous weapons systems,
Geneva, 14 April 2016. Notes by the Campaign to Stop Killer Robots.

21 Austria, Croatia, Germany, Iraq, Ireland, Japan, Mexico, Netherlands, Poland, Russia, South Africa,
and Zimbabweaequested thaneaningful hman controbe part of the deliberations 2016. Belgium,
Colombia, Sweden, and the ICREirmed the importance of human control of weapons systems.

22 Statement of Germany, UNGA First Committee on Disarmament and International Security, New
York, 9 Octoler 2015.  http://reachingcriticalwill.org/images/documents/Disarmament
fora/lcom/1comi5/statements/90ctober Germany.pdf

23 “Report of the 2015 Informal Meeting of Experts on Lethal Automms Weapons Systems
submitted by t he CCVOMSPR201%FE r s20 n ,Jone 2015.
http://www.unog.ch/80256EDD006B8954/(httpAssets)/587A415BEF5CAQ08BC1257EEQ005808FE/$fi
le/CCW+MSP+2018)3+E.pdf
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In closing, | remind you of the conclusion of thendon Manifesto confronting
future of weapons of mass destructjoro-authored by Albert Einstein arttie first
Pugwash president Lord Bertrand Russell9%5

There lies before us, if wehoose, continual progress in happiness,
knowledge, and wisdom. Shall we, instead, choose death, because we cannot
forget our quarrels? We appeal, as human beings, to human beings: Remember
your humanity, and forget the resét.

ENDS

24 “The REJi snssetl eli n Mani festo i ssued i n London
http://www.umich.edu/~pugwash/Manifesto.html
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